Data Management Protocol
Cross-border network governance for sustainable training in health care
This protocol sets out how personal and research data are collected, anonymized, stored, accessed, and ultimately retained or destroyed in this study. Because the network itself remains identifiable owing to its unique character, the central concern is to ensure that collected information cannot be traced back to individual participants. A combination of anonymization and restricted access is used to achieve this. The procedures follow the archiving and data-protection rules of the Faculty of Behavioural and Social Sciences and comply with the EU General Data Protection Regulation (GDPR).
1. Personal data collected
Personal data are collected only from adults who perform network-related activities. No data are collected or stored about students participating in internships. For each participant, the following are kept: full name, email address, phone number (to allow follow-up contact even if the person leaves the organization), the name of the affiliated organization, and the participant’s position in that organization.
2. Anonymization
After each verbatim transcript is completed, direct and selected indirect identifiers are removed. Replacements are used rather than blacking out (e.g., a name is replaced with a descriptive label such as [the full name of the researcher], not with “XXX”). All replacements are recorded in a log of replacements, which is stored separately from the anonymized data files.
Direct identifiers replaced:
1. First and last name of the respondent, their colleagues, or other people who could be used to identify the respondent (e.g., the director of the respondent’s institution);
1. Age;
1. Name of the institution the respondent represents;
1. Name of the city where the respondent or their institution is located;
1. Country, in interviews with Service Team members, where only one respondent is from a given country and selective replacement would make that person identifiable;
1. The respondent’s position and/or duties in the network.
Indirect identifiers replaced:
1. Gender (where identifiable from the transcript);
1. Dates related to the individual or the organization (e.g., when they joined the network);
1. The respondent’s position and/or duties in the organization they represent;
1. The respondent’s membership in other unions, networks, and similar bodies;
1. The resources the organization contributes to the network — their name or precise quantity.
This list is not exhaustive. Any further indirect identifiers a respondent mentions (e.g., education, income, marital status, mother tongue, ethnicity, religion, or a medical identifier) are also replaced. This precaution reflects the dependencies between participants: even indirect identifiers could be used to re-identify not only the respondent but also other members of the network.
3. Restricting access to the data
Access is restricted by passwords. The following data are accessible only to the researcher and the daily supervisor:
1. Log of replacements (direct and indirect identifiers);
1. Audio files of interviews.
The following data are accessible only to the researcher, the daily supervisor, and the promotor:
1. Informed-consent forms (scanned and physical copies);
1. Requests for withdrawal from the study;
1. Documents obtained from participants (scanned copies only);
1. Contact information of participants;
1. Audio files of observations;
1. Log of destroyed documents (reason, date, and method of destruction).
The co-promotor has no access to the data listed above, owing to the dual role of co-promotor and network gatekeeper. Verbatim transcripts containing no identifiers may be shared with publishers and project partners.
4. Data storage
1. Short-term storage and transmission use an encrypted USB flash drive.
1. If a participant wishes to check their interview transcript, the anonymized version is sent directly by email as a password-protected PDF.
1. Long-term storage uses the university servers for all data except the log of replacements, the research diary, and the audio files; these three are kept separately on an encrypted USB flash drive to prevent re-identification.
1. All data are kept at the university for a maximum of ten years, in line with the university’s “Publication Packages and Research Packages” guideline. The retention period is stated in the informed-consent form. Retention serves the possibility of audits to monitor data manipulation and, being solely for research purposes, does not conflict with the GDPR.
5. Withdrawal of participants
If a participant withdraws and explicitly asks for their information to be destroyed, the following are destroyed: audio files (if any), verbatim transcripts, the interview cover sheet, information related to that participant in the log of replacements, documents obtained from the participant, and the informed-consent form. Contact information and email correspondence with the participant are destroyed regardless of the decision about the remaining data.
6. GDPR compliance
There is a research agreement between the two data controllers — the University of Groningen and the partner organization — signed before the start of the project. Data-processor agreements, as required by the GDPR, are signed with any translator(s) and transcriber(s) before they are given access to the data. No other data processors are involved. Participant rights under the GDPR (access, rectification, erasure, restriction of processing, notification, portability, objection, and protection against solely automated decision-making) are set out in the informed-consent form.

